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and engineering from Harbin Institute of Technology, Harbin, China, in 2016 and 2021, respectively.  
He is currently an assistant professor with the School of Astronautics, Harbin Institute of Technology. 

During 2019-2020, Dr. Jiang was a visiting PhD researcher with the Lehrstuhl für Steuerungs- und 
Regelungstechnik (Chair of Automatic Control Engineering), Technical University of Munich, 

Germany. He has published over 20 peer-reviewed journal papers and 20 more at international 

conferences. His research interests include data-driven safety and security monitoring, fault diagnosis, 
fault-tolerant control, and the applications to complex systems such as industrial cyber-physical 

systems. His homepage is at http://homepage.hit.edu.cn/jiangyuchen  
Affiliation: Harbin Institute of Technology 

Email: yc.jiang@hit.edu.cn 

IES membership: He has been an active researcher with IES and has been a member of IES since 
2016. 
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Aerospace Control Technology Institute, Shanghai, China. In 2020, Dr. Li was a visiting PhD 
researcher at the Department of Electronics Engineering, University of Seville, Spain. He has published 
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Xi’an, China, in 2007, and the M.Sc. and Ph.D. degrees in electrical engineering and information 

technology from the University of Duisburg-Essen, Duisburg, Germany, in 2012 and 2016, respectively. 
He is currently a Full Professor with the School of Astronautics, Harbin Institute of Technology, Harbin, 

China. His research interests include model-based and data-driven fault diagnosis, fault-tolerant 

systems, and their plug-and-play application on industrial systems. Prof. Luo is now the Chair of IEEE 
IES Technical Committee of “Data-Driven Control and Monitoring”. His homepage is at 
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Affiliation: Harbin Institute of Technology 
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UNICAMP, Campinas, Brazil, in 1998. He is currently a Full Professor with the Department of 

Electronics Engineering, Federal University of Minas Gerais, Belo Horizonte, Brazil. His main 
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FUZZY SYSTEMS, IEEE TRANSACTIONS ON INDUSTRIAL ELECTRONICS, and Sensors. He had 
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Engineering, Norwegian University of Science and Technology. His research interests include safety, 
reliability of complicated systems, system and control theory, data-driven and machine learning 
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is at https://www.ntnu.edu/employees/shen.yin  
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-Technical Outline of the Session and Topics: 

Outline of the Session  

 

Industrial cyber-physical systems (ICPS) are enabling real-time perception, dynamic control, and 

information services for complex industrial processes and scenarios. The increasing demands on safe 

and reliable operation, as well as scalable design of large-scale industrial plants against cyberattacks, 

have facilitated the advancement of novel approaches to anomaly detection and diagnosis from multiple 

disciplines (e.g., communication, control, computer science). Among the many open scientific 

questions towards improved safety of ICPS, this Special Session starts from a systems and control 

perspective, and is especially interested in novel fault diagnosis (FD) and attack detection system design 

schemes, algorithmic approaches, solutions, and real-world application examples from research groups 

worldwide. We welcome both academic researchers and industrial practitioners to submit their new 

ideas, findings, approaches, frameworks, tools, or case studies to this Special Session. This SS also 

provides a forum to discuss the vital issues, challenges and possible future trends which are closely 

related to safety designs against faults and attacks in ICPS. 

 

Topics of the Session include, but are not limited to: 

 

o Data-driven residual generator design  

o Multivariate statistical analysis-based and subspace-aided approaches  

o Plant-wide process monitoring and fault diagnosis 

o Monitoring/control performance degradation evaluation 

o Performance-supervised and performance-oriented FD approaches 

o Explainable artificial intelligence (XAI) for FD of complex industrial systems 

o Security issues in data-driven fault diagnosis 

o Detection of deception/concealed attacks 

o Detectability of attacks in industrial cyber-physical systems 

o Online and real-time implementation with practical applications 

o Other topics that are closely related to the scope of the SS 
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